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RFC 5155

The DNS Security Extensions included the NSEC RR to
provide authenticated denial of existence. Though the
NSEC RR meets the requirements for authenticated
denial of existence, it introduces a side-effect in that
the contents of a zone can be enumerated.

An NSEC record lists two names that are ordered
canonically, in order to show that nothing exists between
the two names. The complete set of NSEC records lists
all the names in a zone. It is trivial to enumerate the
content of a zone by querying for names that do not
exist.



example NSEC

$ dig +dnssec nope.switch.ch

--snip--

noodle.switch.ch. 179 IN NSEC nsl.switch.ch.
--snip--

$ dig +dnssec nsl12.switch.ch

--snip--

nsl.switch.ch. 179 IN NSEC ns2.switch.ch.
--snip--



example NSEC3

$ dig +dnssec iumdffhe.de ©194.246.96.1

7vcgl1504otk2at9gplceb9h1s5c0ub73.de. 7200 IN NSEC3 11
15 BASEBA11 7VCQ18BR283N037U5101AAMKM422C50K

hashl: Tvcgl504otk2at9gplceb9h1s5¢c0ub73
hash?2: 7VCQ18BR283N037U510IAAMKM422C50K
salt: BASEBA11

iterations: 15



domain : iumdffhe.de

salt : babeball
iterations : 15
toHash : 08:69:75:6d:64:66:66:68:65:02:64:65:00:ba:be:l

first round: 59:2d:ec:9b:29:41:02:73:62:19:4b:24:ba:d1:93:1
round 0: 1b:a6:24:b4:b8:13:67:fd:e8:46:a8:54:8e:94:64:80: 8

round 14: 3f:d9:91:6¢c:2e:££:32:62:d7:¢c2:46:e1:b2:07:82:68:¢
base32 enc : 7vcp2rlevsp651lu28rgr4ls2d2c79761



nsec3breaker

count | zone
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235 | mil.
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@ Michael Sprecher

Happy New Year! I'm writing a plugin for
(@gat3way's hashkill which attacks NSEC3
hashes (dnscurve.org/nsec3walker.ht...)
Todo: clean up the code
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oclHashcat

hasheat

oclHashcat v1.20 support added to crack
DNSSEC (NSEC3) with 1,100,000,000
guesses per second on a single hd6990:
pastebin.com/ARAvvjg6
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tools / links

vV v v Y

dnssecwalk: https://www.thc.org/thc-ipv6
nsec3walker: http://dnscurve.org/nsec3walker.html
nsec3-stuff: https://github.com/hops/nsec3-stuff

nsec3breaker: https://www.vs.uni-due.de/public-svn/
dnssec/nsec3breaker/trunk

» oclHashcat: http://hashcat.net/oclhashcat
» NSEC5:

https://www.cs.bu.edu/~goldbe/papers/nsecb.pdf
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